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Change Log

DE (] Change Description

2016-09-16 Initial release.

2017-10-13 Added 447697 to Known Issues.
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Introduction

This document provides a summary of enhancements, support information, and installation instruction for

FortiClient (Android) 5.4.0 build 0146. Please review all sections prior to installing FortiClient.

This document includes the following sections

For more information, see the FortiClient User Guide in the Fortinet Document Library.
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Supported Platforms

Android phone and Android tablet are supported.

What's new in FortiClient (Android) 5.4.0:

« Support for CA certificate deployment

o Support for FortiTelemetry and gateway IP list

« Support for sending avatar to FortiClient Enterprise Management Server (EMS)
o Support for Android 7 Nougat

« Bugfixes
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Special Notices

Android VPN API

FortiClient relies on the built-in VPN API in the Android OS; if the VPN API is not present in the kernel, FortiClient
will not function properly.
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Installation Information

Upgrading from FortiClient (Android) 5.2.8

FortiClient version 5.4.0 officially supports upgrade from 5.2.8 build 0127.

Downgrading to previous versions

Downgrading FortiClient version 5.4.0 to previous FortiClient versions is not supported.
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Product Integration and Support

FortiClient 5.4.0 support

The following table lists FortiClient (Android) 5.4.0 product integration and support information.

Android operating systems « 4.1 Jelly Bean (API level 16)
« 4.2 Jelly Bean (API level 17)
« 4.3 Jelly Bean (API level 18)
« 4.4.3 KitKat (API level 19)
o 4.4.4 KitKat (API level 20)
« 5.0.1 Lollipop (API level 21)
« 5.1.1 Lollipop (API level 22)
« 6.0.0 Marshmallow (API level 23)
« 7.0.0 Nougat (API level 24)

FortiOS ¢ 5.0.5 and later
« 5.2.0 and later

¢ 5.4.0 and later
Some FortiClient features are dependent on specific FortiOS ver-
sions.

FortiToken Mobile ¢ 2.0.3 and later
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Resolved Issues

The following issues have been fixed in FortiClient (Android) 5.4.0. For inquires about a particular bug, please
contact Customer Service & Support.

Bug ID Description

221980 FortiClient (Android) may not display the FortiToken dialog when the FortiGate con-
figuration has the user configured in the SSL VPN firewall policy.

286109 FortiClient (Android) does not support <disable unregister>.
363352 FortiClient (Android) does not support xauthtype chap.
364951 FortiClient (Android) does not use DNS suffix.
371411 Authentication failed when & character is used.
9 Release Notes

Fortinet, Inc.


https://support.fortinet.com/

Known Issues

The following issues have are known in FortiClient (Android)5.4.0. For inquires about a particular bug, please
contact Customer Service & Support.

Bug ID Description

211809

246498

297947

378925

447697
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FortiClient may not automatically prompt and register over an IPsec VPN connection.
Elliptical curve certificates may not be supported.

FortiClient may not be able to use imported certificates.

Web filter exclusion list doesn't work.

IPSec fails to connect if using any DH group other than 5.
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